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Prerequisites
To get started with SSO you will need to:

e Addthe CAASS integration from the OIN catalog in Okta
e Contact Access411 to get a district code and exchange metadata
e Setup usersin CAASS and assign roles and schools

If you need help with any of these feel free to contact support@access411.com or go to
https://www.access411.com/online-support/

Supported Features

If your school district uses Okta, CAASS supports both SP-Initiated and IDP-Initiated Single Sign-
On. Employees that have an account in Okta and an account in CAASS with the same email
address will be able to log in with their Okta account.

SP-Initiated Single Sign-On:

1) Go toyour District’s Login Page

2) Press Login with Okta

3) You’llbe asked to log in to Okta with your Okta account’s username and password
4) Next CAASS will check that you an active account with the district

5) If you have a CAASS account you will be logged in normally

Testing okta



mailto:support@access411.com
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IDP-Initiated Single Sign-On:

When you are logged into Okta, go to My Apps

Click on CAASS

CAASS will check that you have an active account

If you have a CAASS account you will be logged in normally

2opn=

Alternatively, your district will also have a link that can be used to log in to CAASS. You can find it in
the App Embed Link section under General when you are setting up the application.

VPN Notification Edit
VPN Required Notification Disabled

App Embed Link Edit
Embed Link

You can use the URL below to sign into CAASS from a portal or other location outside of Okta.

https://dev-17618442 okta.com/home/dev-
17618442 _caass_2/0o0aiq38luzH3sMbHAS5d7falniay8hnjZWaDjh25d

Application Access Error Page




Configuration Steps
1) Log in to Okta

okta

Signin

Username

user@access41l.com ‘

Password

LA R R LA R AR AR 'ﬂ‘ ‘

D Keep me signed in

Forgot password?

|I
i
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2) Add CAASS Integration
Go to the App Catalog (This might look different in your dashboard)

Browse App Catalog

Search for CAASS and add the application

Applications Catalog All Integrations

Browse App Integration Catalog

Use Case
All Integrations 7905 CAASS X
Apps for Good 13 .
All Integrations Sort by: Default
Automation 198
Centralized Logging 49 FEATURED See al
Directory and HR Synec 80
Single Sign-0On Single Sign-0On
Bot or Fraud Detection 9 @ .
\dentity Proofing 49 Salesforce.com ServiceNow UD
Identity Governance and 69 Sign into salesforce.com and Sign into servicenow.com and
Administration (IGA) automate onboarding and automate onboarding and
offboarding processes offboarding processes

Lifecycle Management 713 ap ap

. Workflow Templates SWA SAML  Workflow Templates  SWA
Multi-factor 66

Workflows Connectors  SAML Workflows Connectors  SCIM

Authentication (MFA)

Risk Signal Sharing 1

Cominl | nein 16 rl Nffira A0 /_\ Single Sign-On




3) Fillin the District Name you received from Access411

Under App Settings it will ask for your District’s name. Access411 will provide
you with a code to use.

App Settings Cancel

Application label CAASS

This label displays under the app on your home

page
istrict Baltimore|

Application visibility Do not display application icon to users
Auto-launch Auto-launch the app when user signs into

Okta.




4) Send Metadata to Access411
Go to the Sign On Tab

General Sign On Import Assignments

Scroll to the bottom where it says SAML Signing Certificates

Password reveal Allow users to securely see their

password (Recommended)

SAML Signing Certificates

Generate new certificate

Type Created Expires Status Actions

SHA-T Lisl 16 200 A losl 183 A LDrtivie Drtinne W

Find your current certificate and press Actions and then View IdP metadata.

Generate new certificate

Type Created Expires Status Actions

SHA-2 Jul 19, 2024 Jul19, 2034 Active Actions ~

View IdP metadata




Right Click and Press Save As and save the . XML file. Email the file to
support@access411.com.

This XML file does not appear to have any style information associated with it. The document tree 1s shown below. Q,
v<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.@:metadata” entityID="http w.okta.com/exkigeerilueBUtls5d7" > e
v<md:IDPS50Descriptor WantAuthnRequestssigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol”> ’

v<md:KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsigs" > o™
¥ <ds:X589Data>

<ds:X589Certificate>MIIDQDCCAPCgAWIBAgIGAZDL+TceMABGLSqGESIb3DQEBCWUAMIGUMYswWCQYDVQQGEWIVUZETMBEG
ATUECAWKQ2FsalZvemSpYTEWMBQGAIUEBuwiwNU2FUTIEZyYWSjaXNjbzENMASGATUECGWET 2t@YTEL :ﬁ
MBIGALUECwWLUINPUHIvdmlkZXIxFTATEgNVBAMMDGR1d19xNzYx0DQ2MIEcMBoGCSqGSIb3IDQED
ARYMNaWSmb@Bva3RhLmNvbTAeFwdyNDAIMT kxNzEwMTRaFwd@zNDA3IMTkxNzExMTRaMIGLMQsWCQYD
VQQGEwWIVUzZETMBEGALIUECAWKQ2F saliZvemSpY TEWMBQGALIUEBWWNUZFUIEZyYWS jaXNjbzENMASG
ALUECEWET2t@YTEUMBIGALUECwWwLUINPUHT vdmlkZXIxFTATBgNVBAMMDGR1d1iGxNzY*x0DQEMjEc +

MBoGCSqGSIb3DQEJARYNaWSMba@BvaIRhLmNvb TCCASIWDQY IKoZIThvcNAQEBBQADgEEPADCCAQEC
ggEBALWNcCtTNBYjzUgS0SxxzDO0PIBaMuaPxYLEBKEW+I131MPdYbTUiblinlLEozI1/1vICHQFZ
9Thw/ oUlc+8]ZhFnMs km4Hx2GU1@Y6zhFHBSHEr4n2BRI2EBpWLY uWpoF4CiY3Aop1+¥aViNoTxp

74snuj4n2wbaHFk7ogrMBHESQIzZR3/G5u0z0zkfmgdyLC2Xr50XgmLz/ rdBJoi1Vs1zNuGESYnKe (3 Refresh Ctrl+R
DUdRxG1X0hpZwkGKEzIoCmGBy Qs TWI14dKTdG9@U207LpVsOL+YPhHT8+sDHDGY / gwSPIuGy/ ndX
98uldacibK+1lkoHj0TvaEDiaPzEg2@WHp 7T oy kZDBNCCAWEAATANBEkghkiGOWOBAQs FAADCAQEA
d0jQtQChsMRMQySkpHWKp2ZDo/ aF TKFyYmLFh6t887DAs iubFd/ e0dWUmT6q1xw3EgBN] GOSwcak 7 saveas Ctrl+S
¥818xK1s/Bgz9fbMjFVimeHfm5004]jbi12RPFDIMUzVIWIRARVI3TCNxy rkLoS7 1 lmnfuvcYiLg
X3IXxBmHRZILw/ vEXEb5]lePsTcakdob1Ey31p+tg+THydY1Cx1t6BQRCcpx@ngTucPR+1KSPR2K & Print Ctrl+P

26THZP17o0MpICtralQsg/ yralmex@tXQH2g2aKtT4g72Tw2SevEgcmrYULRZHEIe+VD54 2000mlk

Cl

Access411 will need the certificate to connect your Okta account to CAASS.
After the certificate is updated you will be able to log in to CAASS using your
Okta accounts.


mailto:support@access411.com

5) Press Login to Okta when logging in to CAASS

Testing

v10.15

Welcome to CAASS®

@)

Access411 &2022

SP-Initiated SSO

1) Navigate to your school district’s CAASS website

Ex. demo.access411.com

(-] https://demo.accessd11.com/CAASS10/#/login




2) From the login screen press the Login with Okta button

Testing

v10.15

Welcome to CAASS®

P9

W)

Access411 ©2022

10



3) Enter your Okta credentials

okta

Signin

Username

Password

\ °

D Keep me signed in

Forgot password?

Help

11



12

4) If you have an account in CAASS you will be redirected to the
dashboard or your default page in CAASS

B} v Dashboard

.........




IDP-Initiated SSO
1) Log in to Okta

okta

Signin

Username

Password

\ °

D Keep me signed in

Forgot password?

Help

13



2) Goto My Apps

#

okta

My Apps
Work

Add section &

Matifications

Add apps

3) Double Click on CAASS

14

‘ Q

My Apps

Work

CAASS

B Add section
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4) If you have an account in CAASS you will be redirected to the
dashboard or your default page in CAASS

B} v Dashboard

.........




Troubleshooting

No users can login

If no one is able to log in please make sure the integration is set up correctly

e Double-Checkthat you entered the District Code you received from

Access411
TTITS TdUET UTapPTdy s UTTAET TTTE dpPF UTT YUUT TTUTTTE Pauye
District )
Baltimore]
Armliratism vieikility D mnd Adiemlay anmlicationn ieon to esee

e Double-Check that Access411 received the Metadata.xml for your
application

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v<md:EntityDescriptor xmlns:md="urn:ocasis:names:tc:SAML:2.@:metadata” entityID="http://www.okta.com/exkigq38luwGHGDSa]5d7" >
v <md:IDPSS0Descriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol”>
v<md:KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/89/xmldsig#" >
¥ <ds:X589Data>
<ds:X589Certificate>MIIDGDCCAPCEAWIBAEIGAZETj2bcMABGCSqGSIb3DQEBCWUAMIGUMYSWCQYDVOQGEWIVUZETMBEG ALUECAWKQ2F saliZvem
ARYNaWSmb@Bva3RhLmNvbTAeFwayNDAAMDIXNDQ2MzBaFw@zNDA4MDIXNDQ3MzBaMIGMQswCQYD VOQQGEWIVUZETMBEGAIVECAWKQ2FsaWZvemspYT
MBoGCSqGSIb3DQEIARYNaWSmb@Bva3RhLmNvb TCCASIWDQY JIKoZThveNAQEBBQADEEEPADCCAQoC ggEBAN20yTA4QWTCdlovBYzT3KOTELJAGTEVTE
Qlgau/8er/WOAPYBZdUTZIL/qIfXyWexOWi25ILyviif7tgZrcI264r6@6392TLIRKofNYDjly3grw hCatgwddcPCDFX1TmSzXKeydveKvulNuEgcjoeV|
qigfuPMUSTT4+W7gaCbL7Bgp7 3xoVPpYkIeyA+hgSB16044/9nCmNEQDtqoXB@4M@TyegpMZiBdgh 2E4v3+C1CL3jNtnhzICeDgmbQmbh/64amgtin
0IsiWcprPQgTaSYMtBHO+PaS8sNEg3EfwlGzbapI31E10TARPT Iz JOT42nSWKE7IRMUgNWUOEXGY A+kcLYHSS3bWIS+2DMHXvetp+Z1y3VngAKXalg
</ds:X58%0ata>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:NameIDFormatr>urn:casis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat:

<md:NameIDFormatrurn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormats

<md:SingleSignOnService Binding="urn:ocasis:names: ML tbindings :HTTP-POST" Location="https://dev-17618442.0kta.com

<md:SingleSignOnService Binding="urn:ocasis:names: ML tbindings:HTTP-Redirect” Location="https://dev-17618442.ckta

</md:IDPSS0Descriptors
</md:EntityDescriptor>

2.0
2.0

e Double-Check thatyou assigned the CAASS application to users in
Okta

General Sign On Import Assignments

Assign v | Convert assignments v Search...
Fllters Person Type
BECEE Steven Schwarz Individual ’ x

b

Groups sschwarz@access41l.com

Test Account Individual 7 x

1 testaccount@accessdll.com
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A Useris unable to login

If some users able to log in but one user is having issues, please make sure
they have an account set up in CAASS. To set up a user account:

1) Gotothe User Administration page in CAASS

& School Setup

& System Administration

e

User Administration

User Group

Administration

2) Press Add User

Users In School: m n 427 - Access411 ~

Add User Edit User E

User Name T] Person |
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3) Fillin the user’s information. NOTE: their Username in CAASS will have
to match their Email Address in Okta.

Add User

User Details

Username: sschwarz@accessd11.com

Pick a person/staff member

School: 427 - Access411 ~

Staff Member: Abby Weeks - 427_52423 v Hide Inactive

Add Staff

User Level: School Level ~

Ermnail/Messaging

4) When you are finished filling out their information and assigning roles,
press Finish. Now the user should be able to login with their Okta
account.

Email/Meszaging




If you are stillunable to login please contact support at
support@access411.com or start and online help session at

https://www.access411.com/online-support/

19
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